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itself, a duty that it has borne since the Enlightenment. Its
ore aude, bestowed by none other than Immanuel Kant, calls
uals to have the courage to use their own understanding—to
know for themselves.
Kant ended his text with the comment that such knowing
thing less than “man, who is now rmore than a machine”* Al-
e meant something a little different by that phrase, these words
. with the tension between the good liberal subject and the data-
dy. The discourse of big data presents the two as complementary.
subject? yet are concealed from the hun e Snowden affair also rai.ses the problem of huma? knowabili.ty
an age of data overproduction. Even as Snowden delivers essential
mation to the public, the technological systems in question increas-
¢ defy human comprehension, producing an unstable gap between
it the public is expected to know to function as rational subjects and
limits of their phenomenological horizon. Genuine and rare as they
€, Snowden’s documents also needed to be fabricated into the status
public knowledge. I argue that this process exposes underlying con-
radictions between technologies of datafication and the liberal ideal of
open and transparent information.

In the Snowden affair, these problems are expressed through sets
,f common binaries—secrecy and transparency, knowledge and
lgnorance—which are then regularly transgressed, diluted, and short-
circuited. This ambivalence is embodied by the Snowden files: the vo-
luminous cache of secret documents whose leakage sparked the affair.
They serve as evidence but also as objects of mystery. They are credited
with radical transparency but also generate speculation and uncertainty.
They establish their status as irrefutable evidence by appealing to the
aesthetics of quantification but also normalize a certain kind of para-
n.oia. The files constitute what I describe in the next chapter as “reces-
sive objects”: things that promise to extend our knowability but thereby
publicize the very uncertainty that threatens those claims to knowledge.
Recessive objects materialize the precarious and arbitrary nature of the
groundless ground, showing how the very effort to mobilize technology
W can We “Knom s for truth requires putting uncertainties to work.

out To trace the public life of the Snowden files is to examine the ways
aks, the public is calleq in Wh%ch the public is called on to “know about” hyperobjective tech-
on nological systems. This chapter focuses on the Snowden files and the
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problem of knowing about sta
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century terrorism, Together, th
know for itself the vast, expansi
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technological system?

Data at Large
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i -rousers, the files were credite.d
inalized . PZ' aril:::} (i? E\]?il(elzel;ﬁ:e exposing dragnet dorgestlls
N “ElfSt 'C(?ncreBilfney, a former NSA employee who h.a to )
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the surveillance apparatus.'® By 2010, the government itself lacked gq

prehensive and precise metrics for mapping its own surveillance gpy
ratuses or estimating the overall costs of antiterrorism.
of corporations “too big to fail”

"7 As if a pargy
big data too big to account for.

the landscape had become littered

evident forms of proof byt
lity relying on the appearang

writes that “numbers suggest, constrain
themselves, specify the content of scientific
mathematical order that generates these n
ance often produces an impression of calc
We conventionally agree not to doubt. Q
social technology.* Each presentation of
across people and things, and more gener
tiary reputation of numbers as something

from. And once this trust is (slowly) won, the faith in quantification—
that is, statistics and probability as a way of seeing the objective facts
underlying every kind of situation—injects a mythological strand into
what is advertised to be the triumph of cold, impersonal reason, 2°
This is not to fall back on a false consciousness argument, where
modern subjects are tricked into believing in a sham objectivity. The
seductiveness of numbers is an essential aspect of the public’s ability
to trust in numbers, and numbers’ ability to stabilize social norms of
factmaking. Popular “scientism”—the overblown faith that science alone
produces absolutely certain truth about the world—has become a radi-
calization of the kind of trust that normal science asks of the lay public.
In the same way, numbers and statistics often become ciphers for objec-
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enthusiastically embraced proliferation of “big” databases, these g
mous archives become mobilized as a mystical embodiment of the

out there—and of the hope that all these secrets, all these complexifj
could be ordered, bounded, and accounted for.

TABLE 2.1. Cryptome’s table of Snowden files leaked by The Guardian along
in the first few months of the affair

Number Date Title
The Guardian 276
27 February 2014 GCHQ Optic Nerve 3
21 16 January 2014 SMS Text Messages Exploit 8
20 9 December 2013 Spying on Games 2
18 18 November 2013 DSD-3G 6
19 1 November 2013 PRISM SSO 13
SSO1 Slide
§SO2 Slide
18 4 October 2013 Types of IAT Tor 9
17 4 October 2013 Egotistical Giraffe 20
16 4 October 2013 Tor Stinks 23
15 11 September 2013 NSA-Israel Spy 5
14 5 September 2013 BULLRUN 6
13 5 September 2013 SIGINT Enabling 3
12 5 September 2013 NSA classification guide 3
11 31 July 2013 Xkeyscore 32
10 27 June 2013 DoJ Memo on NSA 16
9 27 June 2013 Stellar Wind 51
8 21 June 2013 FISA Certification 25
7 20 June 2013 Minimization Exhibit A 9
6 20 June 2013 Minimization Exhibit B 9
5 16 June 2013 GCHQ G-20 Spying 4
4 8 June 2013 Boundless Informant FAQ 3
3 8 June 2013 Boundless Informant Slides 4
2 7 June 2013 PPD-20 18
1 5 June 2013 Verizon 4

Source: Re-created by the author from “42 Years for Snowden Docs Release, Free All Now;

” Cryptome, February
10, 2016, http://cryptome.org/2013/1 1/snowden-tally.htm.
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n—or especially—in the

the government is out to
of subjective experience but in the no
cal expectations. The files’ appearan
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a feature of any regime of knowledge. There is an apocryphal story that

some conspiracy theorists Were rather put out when the Snowden leaks
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happened: now that their theories had been proved right, they wq !
have to come up with some new ones! For a more concrete examp
consider a post on Reddit’s /r/ conspiracy, a hangout for conspiracyp
dlers (or, as the site itself puts it, “free thinkers”): “If it weren’t for Edwar,
Snowden conspiracy theories would still just be ‘theories’. .. High five

the sane ones <3%° This slippage between conspiracy theories and “jugt

theories” reflects the fragile social boundaries that demarcate what jg
and is not an acceptable way to fabricate explanations. To label undesir.

able, deviant, threatening modes of knowledge making “conspiratorial’
is to engage in a “rhetoric of exclusion,” where the very act of naming
marks that discourse out as illegitimate.“’ One does not, after all, engage.
conspiracy theories seriously to refute their various claims but summar-
ily dismisses them from being “possible candidates for truth*! “That’s
just crazy” is the mantra of foreclosure that refuses to enter into rea-
soned debate with the theory at hand. (The same way in which our par-
ent had told the Wittgensteinian child, “Stop asking; just believe that

this is a tree.”) However, events such as Watergate or the Snowden af-
fair push the pseudo-conspiratorial, semi-acknowledged truths about
government surveillance into more respectable public discourse. Much
maligned and yet widely circulated and entertained, conspiracy theories
demonstrate the ways in which the candidacy to knowledge is strictly
policed. At the same time, these disavowed rejects are constantly smug-
gled in to cope with looming uncertainties. Like paranoia as a structural,
rather than a pathological, symptom, conspiracy theories reflect not an
antimodern strain of irrationality in the system but a useful by-product
of rational knowledge production.*?

This shift in what sounds paranoid or appropriate is thus not re-
stricted to card-carrying “free thinkers” but reprises what Richard Hof-
stadter called the paranoid style in American politics: a mainstream
tradition of conspiratorial and indignant mode of expression that
could be found in McCarthyist America of the 19508 or even the moral
panic over the Illuminati in the late eighteenth century.*?

Hofstadter argues that the right-wing paranoia in his o
1960

In particular,

wn time—the
s—is founded on a sense of presumptive dispossession: the idea that

they have already lost the country to powerful and shadowy forces that
control their every move. This postapocalyptic imagination provokes
not only a militant reaction but a general sense of agency panic. Specific

information leaves unsaid and unp f A
ence in a provisional and anticipatory form.
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spite the neW availability of snowdens files, efforts to contest
eillance at the judicial level struggled to gain standing due
ulty in constructing a definition of surveillance harm that
atible with the existing legal conceptualization (in the United
of harm a8 “concrete, particularised and actual”®* In ACLU v.
007), the district court concurred that phone/ internet data col-
) is both anconstitutional and counts as concrete, particularized,
cfual harm; howeveb the Sixth Circuit Court of Appeals ruled that

belief” of intercepted communications, and

reliance tha i
reliance | t, todout31ders, appears arbitrary or nonsensical. It
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Some pointed out tha ' .
small compared to, st:)}:egii(f}:’s(ej by tczgrorist attacks remained rather ary claimed is “mere
criticizing surveillance programs v;gglsd r Ot}}ers simply insistc ck of any “personal’ harm, only 2 “possibility,” denied them stand-
.Corruption and impropriety on the NSA’s eqiiie presim ing too much 5 A similar reliance on a NArrow definition of harm has also dogged
ing the NSA . . . requires you to believ hpart for it to be realistic: “feats sts o sue technology companies for breaches of data privacy.* Such
of American employees in the or an? t ?t hund¥eds, if not thous iy ates reflect a fundamental problem with public secrets: ‘What must
The only reasonable solution woulgd bISatlon are i on 2 conspiracy.* e “know” to bring the unknown to trial? What should and should not
@ ta trust in. £ NS beouussuy int as “known’” in the face of such relentless uncertainty? The chang-
lation thus correspond directly to

trusting would require us to be, well ’
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were being challen edS m; ilremaatfcs, Branay lisse fachnical pradiess
e, e huarmen dibatzs ull of error, uncertainty, and arbitrary judg-
dilemma: What counts :sr(;u‘f;(:: hese te(‘:’hnologies was facing a similar
inf?trmation environment of the ;r?;l;zi ;lei)ro?nse e
was a i i ; '

iy b‘ﬂiejﬁzni w'1th fhre.ct relevance to not only the public de-
unknown—such as ?h;nsmutlonahzed decisions et knoed, 40
preceding leaks by The l\;ourts. Sn(.)wden’s first leaks in 2013, and the
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jion’s consequences—a problem we sh

The Transparency Illusion
and uncertainty makes a parody of
nsparency is axiom-
d his actions in this

had grown in prominence Over the
ersal tonic for

This entanglement of knowledge
the contemporary enthusiasm for transparency- Tra
atic for whistle-blowers, and Snowden, 00 frame

light>” More generally, the concept
preceding decades, empowered and idealized as @ univ
liberal democracy and the Enligh‘uenment.58 Since the 19908, buzzwords

husiasm about the transfor-

bloomed by the dozen in the wake of ent
unication technologies: e-government,

mative powers of internet comim

e-transparency, e-democracy - - - as if digital technologies would finally

eradicate ignorance and misinformation and furnish the optimal basis

for the public’s rational judgment.
Such mythologization of transparency as an unalloyed good and uni-
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in turn, the arrival at an “optimal” decision.*® Like the aforementiong
pyramid from data to wisdom, this consolidated, linear model equate
transparency with a global good, sweeping away the long essential ro|
that secrecy and opacity had played in Western statecraft.®® We find
here another instance of the fantasy of epistemic purity, one that stand

blissfully ignorant of what politics is. As Latour quipped, asking politi y

to tell unvarnished facts without rhetorical trickery is like asking sci
ence to tell truth without peer review, without experiments—and, yes,

without any mediation of its own!®* Second, and related, is the belief in

transparency as an indispensable cog in the apparatus of liberal democ-
racy. Kants Sapere aude! here becomes a directive for stuffing each and
every citizen with maximum information about issues of public import,
Yet, as we have seen, there is no easy connection between the theoreti-
cal availability of information and its uptake as knowledge.5> As with
the Snowden files, the presentation of solid, reliable information can
increase the public labor of speculation and inquiry until citizens simply
cannot keep up.

What becomes clear is that transparency is not a binary opposite to
secrecy, the purifying sunlight idealized by Louis Brandeis. It is instead
part of a wider ecosystem of knowledge that allows the circulation of
ideas and impressions across different types of truth—types that ex-
hibit different gradations of openness and publicity. This system might
involve formal and institutional moves, such as declassification of for-
merly secret documents. It also includes perceptual and social shifts
in which a public secret becomes a matter of concern or a percolating
suspicion becomes legitimized into a belief that citizens feel they may
wear on their sleeves. Importantly, these practices are not arrayed in
a linear scale of progressive visibility or informed public deliberation.

Consider electronic state surveillance’s pre-Snowden status as an open
secret, in which the public suspects and even assumes it is happening,
but an official game of denial just about maintains the technical status
of secrecy. As one reading of Kant’s secrecy suggests, “the veil always
also unveils, or promises an unveiling, but that promise, and the pros-
pect of finally seeing what is behind it, are also part of the veiling”®* Al-
though transparency presents itself as a necessary harbinger of truth, it
does so precisely by idealizing a specific conflation of publicity, honesty,

and innocence—and forgetting the myriad other ways in which claims

posure can ever claim to reveal the 'whol
truth from the swarming multiplicity 0
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d to or are reluctant to bear.”> When another

e—corporate data mining—became scru-

i for invasions of privacy, one popular solution was to push for
or transparency on the part of online platforms. Predictably, the
t was an even greater onslaught of privacy policies that many peo-
do not want to read, do not have the time to read, and do not have
packground knowledge to fully understand. As one study showed, it
uld cost 781 billion USD per annuii in salary if Americans used their
rking hours to read the privacy policy of every website they visited.”
ell intentioned as they may be, such measures risk drowning the citi-
in pointless information. And so, the impossibility of fully taking
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deferrals and delegations. Set against systems for the production, circu-
hat are too distributed, complex, and

man upkeep, the tacit ideal of the

maximally informed subject summons an overbearing specter of guilt.
Although maintaining a skeuomorphic appearance of a liberal public
sphere, digital transparency becomes an extension of the entrepreneut-
ial, individualized responsibility that we have sloganized as “peoliberal”
Even as technology promises that information shall be free, citizens are
asked to work for free to support these growing mechanisms of truth
production. Here, transparency functions as a false dawn, or evena bar-
rier, to becoming political.
What if we thought of the work of politics, the work of being in-
formed, as a form of labor? In economic terms, transparency appears
as a practice of outsourcing, of creating externalities: costs that are not

counted by the producers directly but are passed onto the rest of so-
ciety.”* The fantasy of e-government relies on this standing reserve of
cy shall mobilize for free. Indeed,
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nary subjects’ sense of autonomy and agency to supplement the work
government.” Closer to home, the subject of the data-driven socie
already well trained in another kind of free labor—the work of sta
connected to keep uploading photographs, to keep participating—th
generates the economic surplus of platform capitalism.”® In their capag
ity as citizens, those same subjects are enjoined to stay more informeg
about more things than ever—as a way not simply to empower the goog

liberal subject for the demands of a complex information society buf
also to defray its costs.

The moralization of transparency has pernicious effects on the idez

of the public that “knows for itself”—effects that recall the earlier warn-
ings from writers such as Walter Lippmann. In a world where infor-
mation encourages speculation as much as consensus, transparency
is too often a Trojan horse, not a panacea. Again, there are uncanny
parallels with what we have said of conspiracy theory. If the concept of
conspiracy taints the information thus labeled and expels it from the
normative realms of deliberation (even as it continues to circulate and
communicate), the name “transparency” invokes the presumption that

a full and equal distribution of information is possible and desirable.
If the shining light of novelty blinded early internet-age optimists into
believing that everyone really could become the public that knows and
decides for themselves, then we are still struggling to clear the afterglow
from our eyes. To know through deferred and simulated means, to agree
tacitly to exclude certain doubts or uncertainties from debate, and even
to operate within restricted information flows is to protect the possi-
bility of consensus and shared grounding in a democratic society. The
untrammeled pursuit of transparency opens each time a hermeneutical
Pandora’s box, even as it promises to illuminate and disinfect the black
box of datafication.

Mary Douglas once suggested that “certainty is not a mood, or a feel-
ing, it is an institution”; that is, “certainty is only possible because doubt
is blocked institutionally””” In other words, it is the product of conven-
tional norms that we learn to avoid the stigma of conspiracy, the abyss
of paranoia, and exercise our public judgment on the basis of what may
be officially admitted (and what is unofficially and tacitly understood).
We learn not to question Wittgenstein’s subject and to operate on the
shared basis that what I say I know to be a tree is indeed a tree. The cor-

beneficial in the same way and that it can md B e e sgued
a cacophony of the trivial, the irrelevant, an the
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aspect of their psychology and history on their person for the digea
ing eye of the detective. But what happens when tens of thousands
government-employed analysts roam the four corners of the inter
from massive headquarters the size of a small city? (The NSA Fo
Meade is larger than Cambridge, Massachusetts, in land area.) Wi
happens when the nature of data collection mechanisms is such the
nobody, not even the collectors, knows whether your data will ever
seen by a human? The linear eradication of the secret is replaced by an
open struggle of speculative hypotheses that must all admit their partial
ity and uncertainty, even as they bid publicly for our belief,
This entanglement of knowledge and uncertainty comes down toa
gap between the document as evidentiary object and the “knowing” it
is meant to produce. It defies the transmissional imagination that prov-
ing, verifying, and informing humans can work like a digital file trans-
fer. This gap is at the level of neither metaphysics nor the content of
individual experience but the embodied and social structures that any
regime of knowledge depends on. Known and unknown, transparency
and secrecy, turn out very rarely to manifest in such pure forms. The
Snowden files, celebrated and feared in equal measure, were supposed
to provide truly solid, material grounding, as solid as it gets short of
catching an NSA agent nibbling at your Ethernet cable. But the docu-
ments end up bringing in the distant and black-boxed “out there” into
public concern. What does it mean for an object to acquire the status of
proof? What other proof must exist for this object to tell its truth, and
what are the subterranean beliefs, objects, conventions, and rhetoric that
prop up its veridical authority? The recessivity of data and technology,

so fundamental to surveillance’s project of knowing, undergirds these
phenomena.
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